HIPAA BUSINESS ASSOCIATE CONTRACT ADDENDUM


THIS ADDENDUM is entered into on this _____ day of ______________________, 20_____ (“Effective Date”) by and between _______________________________ hereinafter called “Covered Entity” and, Illinois Critical Access Hospital Network, hereinafter called the “Business Associate” (individually, a “Party” and collectively, the “Parties”).


WHEREAS, the Health Insurance Portability and Accountability Act (“HIPAA”), Pub. L. No. 104-191, gives the Department of Health and Human Services the authority to promulgate rules regulating the privacy and security of certain kinds of health information; and


WHEREAS, the Department of Health and Human Services has promulgated Privacy Rules and Security Rules under this authority which are contained at 45 C.F.R. Parts 160 and 164; and


WHEREAS, the Privacy Rule and the Security Rule require covered entities to have a contract with contractors that receive protected health information that reflects certain requirements; and


WHEREAS, the services performed by the Business Associate for the Covered Entity are services which require a Business Associate Contract;

AGREEMENT


NOW THEREFORE, the Covered Entity and Business Associate agree as follows:

1.
BACKGROUND AND PURPOSE.  Covered Entity is subject to and must comply with the provisions of HIPAA and all regulations promulgated pursuant to authority granted therein (HIPAA and all such regulations, including those set forth at 45 C.F.R. Parts 160-164, and as hereinafter amended, collectively the “Regulations”.)


2.
DEFINITIONS.  The terms used, but not otherwise defined, in this Addendum shall have the same meaning as those terms in the Privacy Rule or Security Rule, as applicable.


3.
OBLIGATIONS AND ACTIVITES OF BUSINESS ASSOCIATE.


3.1
Business Associate agrees to not use or disclose Protected Health Information other than as permitted or required by the underlying Agreement, this Addendum, or as Required By Law.


3.2
Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by this Addendum.


3.3
Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure of Protected Health Information by Business Associate in violation of the requirements of this Addendum.


3.4
Business Associate agrees to report to Covered Entity any use or disclosure of the Protected Health Information not provided for by this Addendum of which it becomes aware.


3.5
Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by Business Associate on behalf of Covered Entity agrees to the same restrictions and conditions that apply through this Addendum to Business Associate with respect to such information.


3.6
Business Associate agrees to make internal practices, books, and records, including policies and procedures and Protected Health Information, relating to the use and disclosure of Protected Health Information received from, or created or received by Business Associate on behalf of, Covered Entity available to the Secretary, or individual designated by the Secretary, for purposes of the Secretary determining Covered Entity’s compliance with the Privacy Rule.  Business Associate will provide information to the Covered Entity within seven (7) days of the receipt of the request for information, unless an alternative time is agreed upon by the Covered Entity and the Business Associate.


3.7
Business Associate agrees to document such disclosures of Protected Health Information and information related to such disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 C.F.R. §164.528.



3.8
Business Associate agrees to provide to Covered Entity or an Individual, information collected in accordance with Section 3.7 of this Addendum, to permit Covered Entity to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 C.F.R. §164.528.  Business Associate will provide said information to the Covered Entity within seven (7) days of the receipt of the request for information, if reasonable under the circumstances, unless an alternative time is agreed upon by the Covered Entity and the Business Associate.



3.9
Business Associate agrees to implement Administrative, Physical, and Technical Safeguards that reasonably and appropriately protect the Confidentiality, Integrity, and Availability of the electronic Protected Health Information that it creates, receives, maintains, or transmits on behalf of the Covered Entity as required by the Security Rule.


3.10
Business Associate agrees to ensure that any agent, including a subcontractor, to whom it provides the electronic Protected Health Information that it creates, receives, maintains, or transmits on behalf of the Covered Entity, also agrees to implement reasonable and appropriate Administrative, Physical and Technical Safeguards to protect the Confidentiality, Integrity, and the Availability of such information as required by the Security Rule.


3.11
Business Associate agrees to report to the Covered Entity any Security Incident of which it becomes aware.


4.
PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE.  Except as otherwise limited in this Addendum, Business Associate may use or disclose Protected Health Information to perform functions, activities, or services for, or on behalf of, Covered Entity as specified in the underlying Agreement entitled, External Peer Review Network Hospital Participation Agreement, as hereinafter amended, provided that such use or disclosure would not violate the Privacy Rule if done by Covered Entity or the minimum necessary policies and procedures of the Covered Entity.


5.
SPECIFIC USE AND DISCLOSURE PROVISIONS.


5.1
Except as otherwise limited in this Addendum, Business Associate may use Protected Health Information for the proper management and administration of the Business Associate or to carry out the legal responsibilities of the Business Associate.


5.2
Except as otherwise limited in this Addendum, Business Associate may disclose Protected Health Information for the proper management and administration of the Business Associate, provided that disclosures are Required By Law, or Business Associate obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as Required by Law or for the purpose for which it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the information has been breached.


5.3
Business Associate may use Protected Health Information to provide data aggregation services to Covered Entity as permitted by 45 C.F.R. §164.504(e)(2)(I)(B).


5.4
Business Associate may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 C.F.R. §164.502(j)(1).


6.
OBLIGATIONS OF COVERED ENTITY.


6.1
Covered Entity shall notify Business Associate of any limitation(s) in the Notice of Privacy Practices of Covered Entity in accordance with 45 C.F.R. §164.520, to the extent that such limitation may affect Business Associate’s use or disclosure of Protected Health Information.


6.2
Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, to the extent that such changes may affect Business Associate’s use or disclosure of Protected Health Information.


6.3
Covered Entity agrees to inform Business Associate of any confidential addresses or any other accommodation granted by the Covered Entity, in response to an Individual’s request for Confidential Communications in accordance with 45 C.F.R. §164.522, to the extent that such restriction may affect Business Associate’s use or disclosure of Protected Health Information.


7.
PERMISSIBLE REQUESTS BY COVERED ENTITY.  Covered Entity shall not request Business Associate to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule if done by Covered Entity.  Business Associate may use or disclose Protected Health Information for data aggregation or management and administrative activities of Business Associate.


8.
TERM AND TERMINATION.


8.1
Term.  The Term of this Addendum shall be effective as of the execution date, and shall terminate in accordance with the terms of the underlying Agreement.

8.2
Termination for Cause.  Upon Covered Entity’s knowledge of a material breach by Business Associate, Covered Entity shall either:


8.2.1
Provide an opportunity for Business Associate to cure the breach or end the violation and terminate this Addendum and the underlying Agreement if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity.  The opportunity for cure shall be made at the sole discretion of the Covered Entity;


8.2.2
Immediately terminate this Addendum and the underlying Agreement if Business Associate has breached a material term of this Agreement and cure is not possible; or


8.2.3.
If neither termination nor cure is feasible, Covered Entity shall report the violation to the Secretary.


8.3.
Effect of Termination.  Business Associate will return or destroy the Protected Health Information at the termination of this Addendum, unless Business Associate determines that returning or destroying the Protected Health Information is infeasible, in which case Business Associate shall extend the protections of this Agreement to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such Protected Health Information.


9.
AGENCY.  The parties are independent contractors, and no agency, partnership, joint venture or employee-employer relationship is intended or created by this Addendum, other than as may have been expressly set forth in the underlying Agreement.


10.
MISCELLANEOUS.


10.1
Regulatory References.  A reference in this Addendum to a section in the Privacy Rule or the Security Rule means the section as in effect, or as amended.


10.2
Amendment.  The Parties agree to take such action as is necessary to amend this Addendum from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy Rule, Security Rule, and HIPAA.


10.3
Survival.  The respective rights and obligations of Business Associate under Section 8.3 of this Addendum shall survive the termination of this Addendum.


10.4
Interpretation.  Any ambiguity in this Addendum shall be resolved to permit Covered Entity to comply with the Privacy Rule and the Security Rule.


10.5
Choice of Law.  This Addendum will be governed by the laws of the State of Illinois.  This Addendum shall be deemed to have been executed and delivered in the State of Illinois.  Performance by Business Associate under this Addendum shall take place solely in Illinois.  Business Associate does not do business in any state other than Illinois and does not intend by this Agreement to do business in any state other than Illinois.

10.6
Severability.  In the event that any provision of this Addendum is held by a court of competent jurisdiction to be invalid or unenforceable, the remainder of the provisions of this Addendum will remain in full force and effect.  In addition, in the event that the Covered Entity believes in good faith that any provision of this Addendum fails to comply with the then-current requirements of HIPAA, and the rules promulgated thereunder, the Covered Entity shall notify the other party in writing.  For a period up to thirty (30) days, the Parties shall address such concern in good faith and seek to amend the terms of this Agreement to bring it into compliance.  If after such thirty-day period, this Addendum fails to come into compliance, then the Addendum may be terminated by the Covered Entity in accordance with the notice provisions of the underlying Agreement.


10.7
Arbitration.  The Parties agree that, except for the enforcement of any rights to equitable relief hereunder, to which the parties consent to jurisdiction in the state and federal courts of Sangamon County, Illinois, any controversy, dispute or disagreement arising out of or relating to this Addendum, the breach thereof, or the subject matter thereof, shall be settled exclusively by binding arbitration, which shall be conducted in Springfield, Illinois, in accordance with the American Health Lawyers Association Alternative Dispute Resolution Services Rules of Procedure for Arbitration, and which to the extent of the subject matter of the arbitration, shall be binding not only on all parties to this Addendum and the underlying Agreement, but on any other entity controlled by, in control of or under common control with the party to the extent that such affiliate joins in the arbitration, and judgment on the award rendered by the arbitrator may be entered in any court having jurisdiction thereof.  Any demand for arbitration shall be made within thirty (30) days after the claims or controversy arises.  If the dispute relates to an interpretation of this Addendum or the underlying Agreement, the Parties shall continue to perform during the pendency of the arbitration proceeding.  If the dispute relates to the termination of this Addendum or the underlying Agreement, the Parties shall have no obligation to perform during the pendency of the arbitration proceeding.  The costs of arbitration, other than each Party’s attorneys’ fees, shall be paid as determined by the arbitrator.


IN WITNESS HEREOF, the Parties hereto have duly executed this Addendum as of the Effective Date listed above.

	On behalf of COVERED ENTITY:

Signature 

Printed Name

Title
	On behalf of BUSINESS ASSOCIATE:

Illinois Critical Access Hospital Network

Signature

Printed Name

Title
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